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Foreword

Copyright © 2002 TDSi. All rights reserved.

Time and Data Systems International Ltd operate a policy of continuous improvement and
reserves the right to change specifications, colours or prices of any of its products without prior
notice.

Guarantee

For terms of guarantee, please contact your supplier.

Trademarks

Copyright © 2002 Time and Data Systems International Ltd (TDSi). This document or any
software supplied with it may not be used for any purpose other than that for which it is supplied
nor shall any part of it be reproduced without the prior written consent of TDSi.

Microsoft and Windows are registered trademarks of Microsoft Corporation.

All other brands and product names are trademarks or registered trademarks of their respective
owners.

Cautions and Notes

The following symbols are used in this guide:

CAUTION! This indicates an important operating instruction that should be followed to
avoid any potential damage to hardware or property, loss of data, or personal injury.

NOTE. This indicates important information to help you make the best use of this product.

Issue Date Issued | Change Summary Issued by
1 15/02/2018 | Initial Release RT
2 20/06/2018 Updated from support’s RT
feedback
3 15/10/2018 | Updated from JH RT
feedback
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P rccess coenvure
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1 Communications

More than one ACU can be connected to a single communications port on your PC. All ACUs
never transmit unless they have been polled.

Most of the time, EXgarde is polling the ACUs for event data. If there is no event data to be sent
from ACU to EXgarde, EXgarde simply moves onto the next ACU.

If no response is received, EXgarde will re-try a few more times. If no response is still received
from the ACU, then it is classed as Off-Line and communications will be re-established when it is
seen again.

To improve the system performance, it is suggested that you use more than one communications
portal. This will enable you to share the ACUs (and event data) across a lighter line.

When changes are made in the EXgarde database, this will result in the need to send
programming information one (or more) ACU(s). A small change in the database could result |
many commands being sent to many ACUs so be aware of your changes.

Commands are only sent in between Polling requests.
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1.1 Computers

EXgarde can support multiple PC’s which can be used for different things.
They can be used as Workstations or Communications PC'’s.

By having a PC(s) dedicated to communications, this will free up processing power for the
EXgarde server to utilise for its own & database performance.

The EXgarde Communications PC’s can have multiple Portals off of it, which can dramatically

grow the system estate size.

To Create a PC (Communications or EXgarde Server)

2 Click on Equipment in the Shortcut/Navigation Window

2 Click Summary
2 Click Computer

B 0utoe (s>
ez ,:\.{' Portals
Daars
j Readets _‘ CCTY Cantrallers
i § Yiew points _i‘ Biometric Readers
O Inputs :,;f Relays
,i Counters oy NetCams
L ‘_ Inconsistency
[I\ctiue Tenant: Landlord _vJ

k‘j Key Holders

2 In the GDA (General Display Area) Toolbar, click on the New button

& Mew

-

2 Enter the name of the PC in the Name Field (the PC name must match the actual PC

name you are adding
2 Expand the Type and Portal menu

@ Tick the Display Status On ACU Comms Screen. (this will enable a real time status of

the ACU progress on the EXgarde Communications Window)

. Type of portal

Time between full poll cyclas [ms)
28

7

Interval between ACU progress events [zec)

g

g

ey download block size
1]

T

Key download timeout [zec)
250

v Dizplay stabus on ACU Comms screer
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1.2 Portals

1.2.1

There are different Portal types EXgarde supports for its ACUs.

The main 3 are IP Direct, IP Node and Local ACU.

IP Direct

Every ACU will be allocated an individual IP address, disabling the RS485 line on from that

controller

IP Node

Multiple ACUs will all be connected via an RS485 line which has 1 IP address for the entire line

Local ACU

Connection to the ACUs (RS485 or RS232) will all come from serial ports on the PC

Modem

ACUs connected via Modems will dial out and dial in with downloads and events

IP Direct

This uses an Ethernet to serial adapter or an on board IP module (XPort) in certain ACUs

7
s

Xy

_;'_;”J d\\\w -

!

Only one ACU can be added to this IP address. The portal can handle multiple ACUs but each

ACU has its own |IP address.

2 In the Shortcut Window, select Equipment
2 In the Navigation Window, select Summary, then Portals

——_——=
IEE,,Outline (E SummarD

e Computer
-
S ACUs D Daars
W Read CCTY Contrall
.L eaders = ontrallers
, Yiew paints mBiometric Readers
O Inputs Relays
-l: Counters ;:‘; MetCams
W M Inconsistency
A

kkeyholders

\ Equipment

e

%5-:_ Reporks
¥ rFEOm®

2 Select the New button in the Toolbar
2 Enter a name for your new Portal
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2 Enter any additional information in Long Name and Comment fields.

M ame
|New Fortal 1

5

il nformation
Laong Hame Comment

" In the Type of Portal section, select IP Direct from the dropdown
2 Select the Computer that the Portal is connected to

# In the Portal Configuration section, the IP address will not be displayed. This is because

you are assigning the address to the ACU itself

- Type of Portal
Type Cornmpliter
P Direct 4C0 | | TDSIDEVWESD3 |

- Portal Configuration

2 Click the Save button when you have finished Hsave

1.2.2 IP Node

This uses an Ethernet to serial adapter or an on board IP module in certain ACUs
It can connect up to 31 ACUs on one IP address using RS-485 communications from ACU to

ACU

2 In the Shortcut Window, select Equipment
2 In the Navigation Window, select Summary, then Portals

B, outline (E SummarD
| Computers ¢~ C Paortals :)
& ACUSs D Doars
-:L Readers = CCTY Contrallers
Miew points @Biometric Readers
O Inputs Relaws
.:’ Counters ;"_‘; MetCams
Wl Inconsiskency
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2 Click the New button in the Toolbar
2 Enter the name for your new Portal
2 Enter in any additional information in the Long name and Comment Fields

M ame
|New Fortal 1

il nformation

Laong Mame Comment

2 In the Type of Portal section, select IP Node from the Portal Type dropdown and the
computer the Portal is connected to

# In the Portal Configuration section, etner the IP Address of the Lantronix adapter being
used (Xport or UDS) and IP Port number

- Type of Portal
Type Computer
IPNode ACU | | TDSIDEWWKS03 -]

- Portal Configuration

IP Address IF Part

[192 168 10 . 10 10001

Click the Save button when you have finished Csave

1.2.3 USB Protocol Converter

The USB Protocol Converter allows a PC to receive RS485 or RS232 communication
signals from all ACUs or DIGlgarde readers via a USB port.

When installed correctly this high quality protocol converter will provide many years of
reliable operation. Please follow these instructions to ensure that the product is installed
and commissioned correctly.
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2 In the Shortcut Window, select Equipment
2 In the Navigation Window, select Summary, then Portals

B, Outline (ESummarD
@ Compute
S ACUs D Doars
i Readers = CCTY Controllers
 Wiew points ﬁBiDmetric Feaders

O Inputs Relays

..:’ Counters ‘;‘:'; MetCams

Wl Inconsistency

(Y keyholders

;—___;T_; Reports

¥ RESm®

2 Select the New button in the Toolbar
2 Enter a name for the new Portal

2 Enter any additional information in the Long Name and Comment Fields

Marme
# \Mew Portal 1

il nformation

Long Hame Comment

2 In the Type of Portal section, select Local ACU from the dropdown and the computer
the Portal is connected to

2 In the Port Configuration section, enter the COM port and the Baud rate

- Tupe of Partal
Type Corpiiker
Local 4C1 >l | TDSIDEVWESD3 |

- Portal Configuration

Serial Port Baud rate

coM [1 & 38400 |

2 Click the Save button when you have finished Fsave
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2 Adding an ACU

As your organisation grows, you have the ability to add Door Controllers to suit.
Once the original installation has been completed, dependent on your Licensed Options,
the system can continue to grow with you so site security is always maintained.

v

The same also applies from a new installation point of view.

2 In the Navigation Window, select Equipment

2 Click on Summary

2 Click on ACUs

EEOLI'I“H@SUFHMEED

LE Camputers

[d
& Portals

LIoors
:l- Readers
<3y CCTY Controllers
, Wien poinks

ﬁBinmetric Readers

|

£

|Active Tenant: Landlord

&Keyhnlders
"1
Equiprment

;E‘: Reports

¥ FSm

2 In the GDA Toolbar, click on the arrow located next to the New button

2 In the drop down that now appears, select the ACU type which you are installing / adding

to EXgarde

# Mew |-

Syztem 1
Syztem 2
System 4

e pert

e pander
excel 2
excel 4

v Micralarde 1
MicraoGarde 2

Create using “izard
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In the Properties Window which has now appeared, rename the ACU and add a Long
Name & Comment (which are optional)

2 The new ACU can now be assigned to a different site if more than 1 site is available from

the Site drop down box.

% Mewe - M Delete | 7 Properties | Q) Events [

;,_J M ame

- Information
Lokg Mame Comment

|Exceld [ Comrmizzion Mode

|Site 1 |

NNV NNN

\

VA

From the drop down list select the Communication Portal to which the ACU is connected
In the Default Configuration list box select your Door and Reader configuration
D = Door and R = Reader

- DR = a door with 1 reader associated with it

DRR = a door with 2 readers associated with it (possible read in / read out)

Enter the UID for the ACU (a 10=digit number printed on the square UID chip located half
way up the Controller PCB)

Enter the ACU unit number. This must be a number between 1 and 255 unique to the
ACU on that portal. ACUs can have the same unit number if they reside on different
portals. You should assign your unit numbers in order 1, 2, 3...

If you are adding an Expander then select an available slave number between 1 and 8
The password only applies if you intend to access the internal ACU menu system from
the KDX. The default password is 1234

If you are installing Expert, Expander or MICROgarde ACUs, then you have the option to
add Auxiliary 1/0 boards to increase the number of inputs any relays

- Comrmunications

Communication Paortal

| TDSIwKS008 : COM 1 -l
- Configuration
ACU Type Default Configuration
| ~| |orDR -]
LiC rit Murnber
11-001-106-201 |2
Paszwiard Avgmiliar 1/0 Board

HEHH

| Mat installed j
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In the Additional Configuration menu Memory tab you can set the Memory chipset to
either Standard or Expanded depending on what chipset is fitted on the controller
board.

- In order to take advantage of the extra memory in current hardware you should set

this to expanded.

The values shown for Keys and Events are the maximum number that the ACU wiill
store in its memory

You can customise the memory partition by changing the values in the key and event
boxes. Increasing the number of events will reduce the number of keys and vice-
versa

If Expert ACUs are being used, you can select the number of slaves which are going
to be installed onto the Master ACU (Expert) to automatically adjust the memory
partition accordingly. Increasing the number of slaves will reduce the available
memory for keys and events

{-additional Configuration

Wiring Events Huolidaws

ACU Memary Chip Set

=

Ewentz
1000

2 Once you have made all your changes and additions, click the Save button in the

GDA Toolbar L5ave
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3 Add Doors

2 Click on Equipment in the Navigation Window
2 Click on Summary

2 Click on Doors

EEDutline Summ@

<y

O

;_ Computers
=

4 Portals
&

CCTY Controllers

View poinks

ﬁﬂiametric Readers

Inputs

Daloue

[

|.-‘-‘-.|:tive Tenant: Landlard

kJKethIders

= b
. Equipment

&

g Reports

S ®

2 In the GDA list view select the door you wish to define
2 Click on the Properties button in the Toolbar

SEE SECTION 5 FOR ADDING AREAS

[/ Properties ) @JEvents ¥ Door states | [ Columns Check &l [] Uncheck &l
—-—‘-Nan:e,___ | Long Mame

Door Number

Marne
D [Door 1

+ Infarmation

& Options

- Access Areas

Outer Area

Jn

Inner Area

Public

L] lTest Area

o ._éu:lltlo El

Readers Lo Functions Schedule
Readers Located

|' _] & Outside
[T H e

I H s

fer 5 © ouse

Events

" Inside

d

W I Door 1)
v Loor 2

[ % Door3

[ % Door4
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To setup the Doors access areas expand the Access Areas section

In the Outer & Inner Area dropdown lists, select the 2 Access Areas which are
either side of the door

Now select where the reader or readers are located with respect to the inner area
Expanding the I/O tab displays the door furniture arrangement

N\

NN\

- &dditional

Readers Ijo Functions Schedule Events

Door Sense | J

Eqgress Button | J

Lock Strike Cioor 1 Lock Strike
Alarm Shunt Mare
Laocal Alarm Momne

Remate Alarm Mone

2 Expanding the Functions tab will allow you to edit the Local & Remote Alarms,
Lock Off Condition and Man Trap

- Additional

Readers Lo Functions Schedule Events

Local Alarm Delay [secondz)  Remote Alarm Delay [minutes)

15 45
Lock Off Condition

|D00[ Opened j

tan Trap

Group Type

|N0ne j ||nside Dioor j

2 Local and remote alarms will generate an event after the door has been left
ajar for specified time
2 The Lock Off Condition determines when the door lock strike relay will turn
off after the relay has been energised
2 Door Opened — Lock strike relay will turn off as soon as the door is
opened.
2 Door Closed — Lock strike relay will turn off as soon as the door is
closed.
2 Lock strike Timed Out — Lock strike replay will turn off after the lock
strike time has elapsed
2 Door Opened and Door Closed — Both require fitting a content maglock
bond.

2 Mantrap can be configured by assigning the door to a group and setting it to
either an inside or outside door. Access through inside doors cannot be
gained if the outer door in the same group is opened and vice-versa

2 Expanding the Schedule tab will allow you to apply a Door Schedule (i.e
doors unlocked 9am to 5pm)

2 The Apply Schedule option determines how the schedule should be applied
during days defined as holidays

31.10.18
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- Additional

Readers IO Functions schedule Events

Schedule Apply Schedule
Relay Off 24/7 Every day |

If you wish to manually select the door to follow an action (overriding the door schedule), then
you can do this by selecting the door in the list view and selecting one of the following actions
located in the Actions Window:

Actions

P Release Door

FUnlock Door For Free access
& Lock Door o skop all access
{MSEt Door ko contralled access
Q) show everts

o Show Alarms
¥ Update eguipment. states

Instant Repart

Release Door.
Releases the Door manually (as when the Egress Button is pressed) which will follow the relay

opening time (default of 4 seconds).

Unlock Door For Free Access.
Unlocks the Door (it will remain unlocked until another manual or scheduled event causes it to

become locked)

Lock Door To Stop All Access.
When a door is barred, the readers and Egress Button are disabled, preventing all access via the

door.

Set Door To Controlled Access.

Will cancel all manual override and allow the door to follow the schedule it has been attached to.
Doors can also be triggered by a Fire Input. This specifies if the door is to be automatically
released on an input designated as a fire input becoming active. So when the ACU receives an
input from the fire panel, if selected as a Fire Door, it will remain unlocked until the fire panel has
been reset and the Fire Input processed.

A door will also have 2 types of alarm delays:

2 Local Alarm - Once the time (in seconds) has been configured, the Door may stay open
for defined time before the ACU generates a Local Alarm by the operating the on board
sounder

2 Remote Alarm — Once the time (in minutes) has been configured, the Door may stay
open for a defined time before the ACU generates a Remote Alarm.
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4 Readers

4.1 Editing Readers

2 Click on the Equipment button on the Navigation Window
# Click on the Summary button
2 Click on Readers

%Outline(@Summab

" Computers
-

=4
& Portals
¥

S ACUs
s

B=

, View paints

@Binmetric Readers

_Inputs
O Dal

| >

4

1.-’-‘«c:ti\-'e Tenant: Landlord

kkeyhnlders
L

i
Equiprment

;EE:*_ Reports
¥ Bom

2 This will now display all the readers within your EXgarde system
2 Now select the reader in the list view you wish to edit
2 Click on the Properties Icon in the Tool Bar

2= | #Properties | (Events lg] AccessModes | [[[Columns [l Check sl  [] Uncheck Al

Mame
|Header 1
+ Information
- Options
¥ Enabled
[~ Keypad Fitted
Iv Bi-colour LED Fitted

Mame
Reader Mumber
4
7 2
1 I I5 Reader 2
O [+ readers
[ I5 Reader 4
Dizplay az
Prosirmity -

- Custom
Fieader Type Azzociated Biometric Feader
|Magnetic _Lj iNone _:_1
+ Additional

Laong Mame

Zomment

Reader Mul

Z
3
4
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4.2 Reader Technology

2 Expand the Custom section
2 In the Reader Type drop down, select the desired reader technology

2 TDSi readers can be left as magnetic

- Cusztom
Reader Type Azzociated Biometric Reader
]Magnetic ﬂ |N|:une ﬂ
Biozcrupt Y
DlIGlgarde =

Digital Microcard

Exzmart MIFARE b

2 If you have added a biometric reader and have connected it to this reader channel you
can associate it to the reader by selecting it from the drop down list

4.3 Keypad Feature

2 Expand the Options section tick the Keypad Fitted option. This will allow the reader to
support Keypad and Key + PIN access modes

- Optionz
[v Enabled

[v Feypad fitted

[w Bi-colour LED fitted

4.4 Bi-Colour Feature

2 Expand the Options Menu and tick the Bi-Colour LED Fitted option

- Optionz

|v Enabled
[v Kevpad fitted

(v Bi-colour LED fitted

Page 15

31.10.18 EXgarde Equipment Setup Guide



4.5 VView Reader Events

# Click on the Events Icon on the top Toolbar & Events

2 The Events Screen will now appear to the right of the Properties
2 Click on the red Stop Icon

2 Select the Time Period you desire in the Period Button

2 Select Go

[5ave 7 Properties || @Events [yl Access Modss | [T Columns Check &[] Uncheck &ll
idetals ~ | (Dao | @3t | P Hiperiod ~ From| Uells =g g4 _J To | F /2003 _J Events for Reader ‘e
Date|Time | Event | source | Detail 1 | Detail z | Detail 3 |
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5 Access Areas

Each Access Area has one or more controlled Doors which allow authorised Keyholders to pass
between one Access Area and another. EXgarde has one pre-defined Access Area called Public,
which is used to represent the area outside your site, the external world.

Entry into an Access Area is granted to whole Access Groups, rather than individual Keyholders.
Each Tenant has its own set of Keyholders and one or more Access Groups. You can implement
powerful Group-oriented security policies by allowing particular Groups of Keyholders into
particular Areas at particular times. Key Holders are allowed into an Access Area if they are
members of any access group which is allowed in at the time.

Access Areas can be nested, which implies that inner Areas are more secure than outer ones. If
members of an Access Group are allowed into an inner (more secure) Area, they are
automatically allowed into the outer (less secure) Areas which contain it.

Each Access Area is owned by an owning Tenant, who may control whether the Area is private,
or is shared by other Tenants on the Site.

Fire Doors tab allows an input to be set to release doors associated to the area. It is possible to
auto reset the fire doors on the same input. This is not a recommended feature due to safety. A
warning message is displayed in EXgarde and it is the responsibility of the operator to decide
whether to continue to use this feature.

To Create A New Access Area

Select the Building Management Icon in the Navigation Window.

|f-\ctive Tenant: Landlord ﬂ

&?Kevhnlders

- Equiprment

Reports | Building Management

Select the Access Areas icon

M Areas [l 5ite Plans

I@F\Iarm Zones
@Left @yup SP0own B right

=l Public
[ Euilding
B Test Area

31.10.18
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Select the : AU

button in the GDA Toolbar
Name the new Access Area in the Name field.

If you wish to add any additional information, the select the Information section and enter it in.

% Mew + []Save M Delete /7 Properties IEﬁﬂSn:P‘ua-u:Iulf_'

Marme
0 |L|:|a|:|ing Bay

- Information

Long Mame Comrment

Now expand the Access Configuration section
In the Parent Area drop down, select the Area you wish this new Area to sit under
In the Area Schedule drop down, select the Access Mode Schedule you wish the Area to follow.

- Accesz Configuration

Parent drea Area Schedule

Public j |Key Oy ﬂ

In the Access Group Window, tick the Access Groups you want to allow access into the area

Access Groups

| Arcess Group | Tenant | -
A Cleaners Landlord
A Directors Landlord
O] 4% Early Shift Landlord
O] 4% Evervone Landlord
A General Staff Landlord
|1 4 | abe Shift | andlnrd bt

Expanding the Configuration section will allow more advanced options to be set for the Access
Area

Page 18 EXgarde Equipment Setup Guide 04.31.10.18



In the Sharing tab, you can choose the Tenant Rights for other Tenants in relationship to this
area

Select the Tenant you wish to own this area in the drop down
Click once for User Rights in the Other Tenants window for the required Tenant
Click twice for Owner Rights in the Other Tenants window for the required Tenant

- Configuratian

Sharing Anti-passback Fire Report Fire Doors  *

Qwning Tenant Sharing Rights of zelected Tenant
Landlord ﬂ
Mo Rights
Tenanks
Uzer Rights
[] Owner Rights
£ »

In the Anti-Passback tab, you can select your required Anti-Passback rule from the Anti-
Passback Rules drop down.

If you have select Timed, then you will need to enter the time in the Duration Field so the card
cannot be used through the Areas readers

. Configuration

Sharing Anti-passhack Fire Report Fire Doors  *

Anti-pazzback Fules Druratian [hi:rm]

MNane ﬂ |

Timed Anti-pazzhack,
True Anti-pazsback,
True+Timed Anti-pazshack

If you have selected True, then you will need to enter the Forgiveness (reset) time in the
Forgiveness Time Field

- Configuration
Sharing anti-passhack Fire Repork Fire Doors  *
Anti-pazshack Rules Dhuration [hik:rmm]
| True+Tirmed .ﬁ.nti-passhacﬂ | 0o:15

Forgiveness Time

| Midnight |

04.31.10.18
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Access Groups

Each Tenant may have a number of Access Groups.

Each Access Group comprises a number of Keyholders. Each Keyholder is allowed into an
Access Area if they are a member of an Access Group which is allowed into the Area at that time.

A Keyholder can be a member of several Access Groups, and all Keyholders belonging to a
given Tenant are members of that Tenant's Group called 'Everyone'. This is the default Access
Group and every

Keyholder added to EXgarde will be a member of the Everyone Group

An Access Group may have a Group Schedule associated with it, in which case the Keys of its
members are only valid when the schedule indicates. If there is no weekly schedule, then the
Groups Keys are valid 24-hours per day, seven days per week. Up to 64 Group Schedules are
allowed in a single Access Control Site, plus any number of non-scheduled Groups.

By allocating Keyholders to Access Groups, and granting Groups access into Areas, you can

manage large numbers of Keyholders quickly and reliably, without having to remember the
configurations of ACUs, Doors, or Readers

To Create A New Access Group

In the Navigation Window, select Keyholders
In the Navigation Window, select Access Groups

.&Keyhnlders B',;] Kewvs
4 Access Groups ) & Badge Designs

|.-'1‘-.|:tive Tenant: Landlard j

. Kevholders

Equiprnent

& Mew

On the Tool Bar, click the button

Page 20
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Enter the name of the new Access Group

If you wish to use the Long Name & Comment fields, then click on the Information drop down and
enter the details

Mame
‘# |New Access Group 1

- Infarmation
Lang Mame Comment

Expanding the Configuration section will allow you to select the Time Schedule you wish the
Access Group to follow (default is Unrestricted Access i.e. 24/7)

- Configuration

Access Group Schedule

Sam to Bpm ﬂ
Create new group schedule
Sam to Bpm

E arly Shift

It is also possible to set the key holders within this access group to be Intruder System Users.

[w Intruder System Uzers

By selecting the List drop down, you have the ability to do two things.

You can choose what Access Areas you are allowing this new group rights to (by using the tick
box / multi select method).

- Lists

Access Areas Keyholders

| Access Area
LM Buiding
! Recepkion
B Test Area

Selecting which Keyholders you want to be a member of this new Access Group.

- Ligtz

ACcess Areas Kevholders

| Mame

A New Keyholder 1
(8¢ Mew Kevholder 2
-f!{: Mew Keyholder 3
Fil -&2 Mew Kevholder 4
(8¢ Mew Keyholder 5
A New Keyholder &
| &¢ Paul Ford

04.31.10.18
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Once happy with the changes, click on the Fl5ave putton.

The message below will appear making you aware that changes have been made and the new

parameters need to be sent to the ACU when you are ready.

P

Infarmation

P

q "_"\-.I Wéhen you have completed all wour changes
WY you will need to Refresh the ACUs.

To Refresh ACUs |, press the flashing ACU pushbutton on the toolbar,

(3]

Ok

-

Click OK and select the red flashing ACU icon on the tool bar (or select it when all changes have

been made). 5'»!
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/ Kevholder Groups

A Keyholder Group is a way of grouping multiple Keyholders together for improved
housekeeping.

It can also be used to create a default Access Level if a Keyholder is added to the group with a
default rights set.

For example, a school may create different groups for each year. Each year will have different
default Access Groups automatically assigned to them.

Information Fields can also be added for additional information if required (i.e. departmental
information etc.)

The Keyholder Group will also default to a specific Key Box.

The Keyholder group can be shared with other tenants and allow other tenants to assign other
tenants' Keyholders to their access groups.

The Name, Long Name and Comment fields with in the properties can be configured to display

as a different heading. Long Name and Comment can also be defined as a list or as a unique
field.

To Create A New Key Holder Group

Click on Key Holders in the Navigation Window.
Click on Key Holders.

Kevholders IE Kews
,‘- fccess Groups & Badge Designs
2 pll Key Holders

Active Tenant: Landlard

Equiprnent
5_-_ Reporks
¥ FOm
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Click on AL .

Give the new Keyholder Group a name.

If you wish to add a Long name or Comment then expand the Information Menu and enter
them.

By expanding the Options Menu you will see four further options.

% ey J Delete | 7 Properties | Sghembers  # Defa

o Mame

' |Keyholder Group 1 E
+ |nformation
. Optionz

Y Info Fields Default Groups Quick Default Sharing

If you wish to add any Info Field Headers, (which will show up blank in the Keyholder details,
ready for info to be entered) then you have 8 to choose from.

Type in the header you want the field to be called and select if you want a Free Format (free
text upon entry), List (has a drop down list upon entry), Date (gives answer in date
format) or Date & Time (gives answer in date and time format).

',’0, M ame
__..a-/ 'vear 10 Students

| Infarmation

. Optionz
Info Fields Default Groups Cuick Defaulk Sharir *

Label 1

|Farm Teacher |Free format j [ Private
Label 2

|Sex |Li$t j [ Private
Label 3

| | B =
Label 4

| | B
Label 5

| | [ R
Label &

| | [ R
Label 7

| | B =
Label &

| | B =
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To set a Default Group (which the Keyholder will be a member of automatically when added to
the Keyholder Group) simply click on the Default Groups tab and tick the Access Groups you

wish to use.
Info Fields Defaulk Groups
| Mame
O] 4% Access Al Areas
O] .4 Clearers

] 4% Dema Access Group
O] 4% Development

] 4 Directars

] 4% Inkruder Operatars
A staff

1.4 Stores Visitor

[] 4% TDSi Test

O r‘- Visitors

To set default Keyholder Type, the Key Box to be used and the Expiry Date, click on the Quick
Default and select the required options.

- Optionz
1 Info Fields Defaulk Groups Cuick Defaulk sharing

K.epholder Types

[ Trackable (¥ Feyholder
[ Estended Lock Time " Trustes
[ Muotification
Kepsz
k.ey Box Expire Optionz

General Use j | Mone j
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8 Keyholder

A key is assigned to a Keyholder. It could be a member of staff or a student for example. It is his
or her responsibility to manage and take responsibility of their access Key.

EXgarde does not require you to assign every Keyholder access through all doors needed for this
person; it uses Access Groups for ease of access management.

A Keyholder can hold multiple Keys of multiple technology types.

To Create A New Kevyholder

In the Navigation Window, select Keyholders.
Now select All Keyholders.

K- kevhalders 4 A Keys

,‘. fccess Groups & Badge Designs
= Al Key Hu:-Iu:Ié'r?D

_|.-“-‘-.|:tive Tenant: Landlord ﬂ

WL
Equiprnent

_%_'_'-_?‘TE_ Reports
¥ RS

In the GDA Toolbar, select ALl .
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The GDA will now show the properties of the new Keyholder.

M ame
i(’ﬁ [Fred Smith

+ Kevhalder Infarrmatian

- Keyholder Keps

K.ey toizsue Kep Type
12345678 | |Magnetic Ra
. Kevholder Security Options
* Kepholder |.ﬂ.n:n:ess Sraup | .
" Trustee vl Everyvone
v # General Staff
[ Trackable
[l 4 Cleaners
[ Extended Lock Time 1.4 Cirectors
™ MNaotification Cl 4% Early Shift 3

The first thing to do is rename the new Keyholder with the correct name.

If you wish to add additional information, expand the Keyholder Information drop down and fill in
the Long Name & Comment fields.

Expand the Keyholder Keys section and select a key from the keys to issue.

If no Keys are on the system, then enter in the Key number in the blank Key to issue field and
press return (this will add the Key to the system and assign it to the new Keyholder).

- Feyholder Keps

K.y to izsue K.ep Tupe
ﬂ | kM agnetic j
54126325
54125326
R4125327

54126329

Now the Keyholder has a key, we need to assign him to an Access Group (multiple Access
Groups are allowed).

Expand the Keyholder Security Options section.

Using the tick box method, simply select which Access Groups you wish the Keyholder to be a
member of.

04.31.10.18
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1 Kevholder Security Options

+ kepholder | Acess Group -~
(" Trustes vl Everyone
& General Staff
[ Trackable
[l 4 Cleaners
[~ Estended Lock Time 1.4 Directors
I Motification Ol 4% Early shift &

If your system is using the Additional Fields from the Tenant or Keyholder, then click on the
Keyholder Additional Information section to enter in the text or select from its drop down
options.

- Keyholder Additional Information

Tenant kKey halder group Cammunity Membership

Tenant Infarmation

Car Reg MNo. Department
o B
C
. ) / Phaotagraph )
If the Keyholder requires a photo to be added, then click on the button in the Tool
Bar.
You have two ways to assign a photo to the Keyholder.
One is to use a file which is already on the PC (Browse).
Two is to capture an image from a Webcam / Camera.
Preview Source
" Current D atabaze Image
Delete
i+ |mage Filz
Browze
" Camera
Camera zetlings
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To browse to an image, simply select the Browse button and select the image required.

Once it has been selected, you will need to take a snap shot of part of the image to fit into

EXgarde by clicking in the Photograph Area and moving the Snap Shot Box to the required
location.

Freview-image

To capture an image live from a camera, simply select the Live Image button, capture the image
and store it.

Now the Keyholder has been configured, an easy way to check what Doors he or she is allowed
through, you can press the Keyholder Access button in the Tool Bar.

Select the Doors radio button to display the Doors.

A Door list will appear showing you the doors the Keyholder can access.

* MNew - XK Delete - i Propetties a®Search 7 Issue Key '@l Biormekrics / Photograph

0 Show events ! Kevhaolder access .!QExpu:urt Kevholders  Bf Tagged events  ° kKeys "' Columns

Thiz will dizplay Acceszs Rights for the selected Keyholder.

Doar | Oukside Reader | Inside Reader | _Access Area |
[ poor 1 Reader 1 [ Public

O poar 2 Reader 2 M Reception

O poor 3 Reader 3 B Test area

[ Door 4 Reader 4

Once you are happy with the changes, press the Csave button to store the Keyholder.
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RCCESS EVERYIWHERE

Because everyone deserves peace of mind

TDSi UK
Unit 10 Concept Park, Innovation Close, Poole, Dorset BH12 40T United Kingdom
T 44 0 1202723535f 44 0 1202724975e sales tdsico.uk

TDSi France
Immeuble ATRIA, 2 rue du Centre, 93160 NOISY LE GRAND France
t 33 01588420980 f 33 0 158842091 e tdsif wanadoo.fr
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